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REMARKS 

This is a fiill and timely response to the outstanding final Office Action mailed 
September 7, 2005, Reconsideration and allowance of the application and presaitly 
pending claims are respectfully requested. 

1. Q^jectioB^ to Sp^^fic^tjons 

Applicants amend the specification to remove an embedded hyperlink^ as 
requested by the Exanainer. In that tiie objection is believed to be overcome by this 
amendment, Applicants respectfully request the objection to be withdrawn, 

2. Response to Rejection of Claims 1-10. 12-16, and 18-21 Under 35 U.S.C. 
§ ]i03(a) 

In the Office Action, claims I-IO, 12-16» and 18-21 stand rejected under 35 
U.S.C. §103(a) as allegedly being unpatentable over Lagarde (U.S. Patent No. 
5,721,908) in view of Smtih (U.S. Patent No. 6,151,675). It is well-established at law 
that, for a proper rejection of a claim under 35 U.S.C. §103 as being obvious based upon 
a combination of references, the cited combination of references must disclose, t each, or 
suggest, either implicitly or explicitly, all elements/features/steps of the claim at issue. 
See, e.g., In Re Dow Chemical, 5 U.S.P.Q.2d 1529, 1531 (Fed. Cir. 1988), ajid In re 
Keller, 208 U,S.P.Q.2d 871, 881 (C.C.P.A 1981). 

a. Claim 1 

As provided in independent claim 1, Applicants claim: 

From a user's browser, a secure method of image production in 
a web-baged imaging enviroiunent, said method comprising the steps 
of: 

accessing a destination web service; 

downloading into said browser web content associated with 
said accessed destination web service; 

downloading into said browser a public encryption key from 
said accessed destination web service; 

retrieving image data under control of said browser; 

encrypting said retrieved image data, wherein said downloaded 
public encryption key is utilized as part of said encrypting step; 

transmitting said encrypted image data to said accessed 
destination web service; and 
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decrypting said encrypted image data by said accessed 
destination web service, wherein a private encryption key counterpart 
of said public encryption key is utilized as part of said decrypting step, 
said private encryption key being accessible exclusively to said 
accessed destination web service. 

(Emphasis added). 

In the present case, the cited art does not teach or suggest aU of the claim 
limitations, and there is no suggestion or motivation in the cited art to modify the 
references to include those limitations. For example, neither Lagarde nor Smith teaches 
or suggests "downloading into said browser a public encryption key from said accessed 
destination web service." as recited and emphasized above in claim 1. (Emphasis 
added). For example. Smith teaches "encrypt[ing] the document with the public key 
of a server associated with the recipient of the document, instead of encrypting the 
document with the public key of the intended recipie ; i;it ." Col. 4, lines 4-7 (Emphasis 
added). To enciypt the document with the public encryption key of an intended 
recipient, such as a destination web service, Smith teaches that the encrypted 
document would have to be decrypted and then neencrypted by the DDCS server 
utilizing the public encryption key of the recipient. See col. 6, lines 48-60. 

Further, Smith clearly fails to teach or suggest a web service. No where in the 
Smith disclosure is the term "web" or "WWW" or "World Wide Web" or "HTTP" 
referenced. Rather» the servers in Smith are seemingly used to store and forward 
electronic documents. 

Therefore, a prima facie case establishing an obviousness rejection has not 
been made. Thus, claim 1 is not obvious in view of the cited references, and the 
rejection should be withdrawn for at least this reason alone. 

b. Claims 2-10 

Because independent claim 1 is allowable over the cited art of record, 
dependent claims 2A0 (which depend from independent claim 1) arc allowable as a 
matter of law for at least the reason that the dependent claims contain all the steps and 
features of independent claim 1. For at least this reason, the rejection of claims 2-10 
should be withdrawn. 
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c. Claim 12 

As provided in independent claim 12, Applicants claim: 

A computer for providing secure image production in a web- 
based imaging environment, said computer operable to: 
access a destination web service; 

download web content &om said destination web service; 
download a public encryption key from said destinaiion web 
service; 

encrypt imaging data using said public encryption key as part 
of ©ticjTyption process; 

transmit said encrypted imaging data to said destination web 
service; and 

direct said destination web service to decrypt said encrypted 
imaging data using a private encryption key counterpart of said public 
encryption key as part of decryption process, said private encryption 
key being accessible exclusively to said destination web service. 

(Emphasis added). 

In the present case, the cited art does not teach or suggest all of the claim 
limitations, and there is no suggestion or motivation in the cited art to modify the 
references to include those limitatiotis. For example, neither Z^ganfe nor S^ith teaches 
or suggests "downloadpng] a public encryption key jEtom said destination web service ." 
as recited in claim 12. (Emphasis added). For example, Smith teaches "encrypt[ing] 
the document with the public key of a server associated with the recipient of the 
document, instead of encrypting the document with the public key of the intende4 
recipient." Col. 4, lines 4-7 (Emphasis added). To encrypt the document with the 
public encryption key of an intended recipient, such as a destination web service. 
Smith teaches that the encrypted document would have to be decrypted and then 
reencryptcd by the DDCS server utilizing the public encryption key of the recipient. 
See col. 6, lines 48-60. 

Further, Smith clearly fails to teach or suggest a web service. No where in the 
Smith disclosure is the temi "web" or "WWW" or "World Wide Web" or "HTTP" 
referenced. Rather, the servers in Smith are seemingly used to store and forward 
electronic documents. 

Therefore, a prima facie case establishing an obviousness rejection has not 
been made. Thus, claim 12 is not obvious in view of the cited references, and the 
rejection should be withdrawn for at least this reason alone. 
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d. Claims 13-16 

Becaiise independent claim 12 is allowable over the cited art of record, 
dependent claims 13-16 (which d^>end jBrom independent claim 12) are allowuble as a 
matter of law for at least the reason that the dependent claims contain all the elements 
and features of independent claim 12. For at least this reason, the rejection of claims 
13-16 should be withdrawn, 

e. Ctojlg 

As provided in independent claim 18, Applicants claim: 

A system for providing secure image production in a web- 
based imaging environment, said system comprising: 

a user's browser operable to encrypt image data using a first 
encryption key as part of encryption process and to transmit said 
encrypted image data; 

a destination web service representing a production device, said 
web service operable to download said first encryption key into said 
user's browser, said destination web service further operable to receive 
said transmitted encrypted image data and to decrypt said received 
encrypted image data using a private encryption key countexpart of said 
first encryption key as part of decryption process; and 

a data path interconnecting said us^*s browser with said 
destination web service. 

In the present case, the cited art docs not teach or suggest all of the claim 
limitations, and there is no suggestion or motivation in the cited art to modify ttie 
references to include those limitations. For example, neither Za^onfe nor Smith teaches 
or suggests "downloadling] said first enciyption key into said user*s browser*' and 
"dccrypt[ing] said received enciypted image data using a private encryption key 
counterpart of said first encryption key as part of decryption process," as recited in 
claim 18. For example, Smith teaches "encrypt[ing] the document with the public key 
of a server associated with the recipient of the document, instead of encrypting the 
document with the public key of the intended recinienL** Col. 4, lines 4-7 (Emphasis 
added)- To encrypt the document with the first encryption key of an intended 
recipient, such as a destination web service. Smith teaches that the encrypted 
document would have to be decrypted and then reencrypted by the DDCS server 
utilizing the first encryption key of the recipient. See col 6, lines 48-60. 
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The Office Action states that a "decrypted document is forwarded to a service 
such as a printer or fax machine (column 5, lines 10-13), In this case the server is a 
destination that represents a service," Page 7. Applicants respectfully disagree for at 
least the reason that a printer or fax machine within Smith (which is characterized as a 
service in the Office Action) is not "operable to download said first encryption key 
into said user*s browser/' as recited in the claim. Further. Smith fails to disclose a 
destination web service representing a production device. In contrast, the DDCS 
server in Smith is used to forward a document between a sender and a recipient. See^ 
e.g.y Figure 4A. Additionally, no where in the Smith disclosure is the term ''web" or 
"WWW" or "World Wide Web" or "HTTP" referenced. 

Therefore, a prima facie case establishing an obviousness rejection has not 
been made. Thus, claim 18 is not obvious in view of the cited references, and the 
rejection should be withdrawn for at least this reason alone. 

f. Claims 19-21 

Because independmt claim 18 is allowable over the cited art of record, 
dependent claims 19-21 (which depend from independent claim 18) are allowable as a 
matter of law for at least the reason that the dependent claims contain all the elements 
and features of independent claim 18. For at least this reason, the rejection of claims 
19-21 should be withdrawn. 

4. Response to Rejection of Claims 1 1. 17. and 22 Under 35 U.S.C. SlQ3ra-> 

In the Office Action, claims 11, 17, and 22 stand rejected under 35 U.S.C. 

§103(a) as allegedly being urq>atentable over Lagarde in view of Smith in fUrther view 

of Applied Cryptography by Bruce Schneier. 

As noted above, claims 1, 12, and 18 are allowable over the cited art of record. 

Furthermore, Applicants finds nothing in Applied Cryptography to remedy the 

deficiencies of the cited art regarding claims 1, 12, and 18. Therefore, claims 1 1, 17, 

and 22 which depend fix>m respective independent claims 1, 12, and 18 are also 

allowable. 

Additionally and notwithstanding the foregoing reasons for allowability of 
claims 11, 17, and 22, these claims recite fiuther features and/or combinations of 
features (as is apparent by examination of the claims themselves) that are patentably 
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distmct jfrom the cited art of record. Accordingly, the rejections to these claims should 
be withdrawn. 



In light of the foregoing amendments and for at least the reasons set forth 
above, Applicants respectfully submit that all objections and/or rejections have been 
traversed, rendered moot, and/or accommodated, and that the pending claims are in 
condition for allowance. Favorable reconsideration and allowance of the present 
appUcation and all pending claims are hereby courteously requested. If, in the opinion 
of the Examiner, a telephonic conference would expedite the examination of this matter, 
the Examiner is invited to call the undersigned agent at (770) 933-9500. 



CONCLUSION 



Respectfully submitted. 
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